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Objectifs :

o ['objectif est d'utiliser les documents en vue de configurer les VLAN

Matériel mis a disposition :

Z switch administrables (HP & CISCO)
Routeurs DLINK
PC

Documents
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Configuration du Routeur :

< O A Non sécurisé | 192.168.18.1/cgi-bin/welcome.cgi A & g = @ @

LAN Setting

WAN Connection Type

LINKSYS®

A Division of Cisco Systems, Inc.

Welcome to RvL200 Portal Page.

The Linksys RVL200 Portal provides a secure extranet
for remote users to login and access private network.

ser Name: )
password: [

Firmware Version: v1.1.7

4-Port SSL/IPSec VPN Router RVL200

Setup DHCP . _ . C Firewall  IPS PN

N
Dosaan Name: (Requioed by some 52

(ALAC Address: 00-22-6B-3B-6F-74)

Devies IP Address Subnet Mazk
(L7 Y O | O
Multiple Subnet Setting
[ muttiple Subnet
Subnet1 192.168.61.1/255.255.255.255
WAN
Specify WAN IPAddress: 192 |.[188 |.[3 .2 ]
SubmetMask: 255 |.[255  [.[255 |0 |
Default Gateway Address: [ 192 | [168 |.[3 |.[1 |
DNS Server (Required) 1: | 8 |.[8 |.[8 |.[8 |
] |.a |-[4 |-[4 |

MTU: ® Agte ) Manual 1500  byles

Save Settings

SSLVPN

SNMP Log

Wizard Support Logout

I  More.. »>>

Cancel Changes

The Setup screen conlains
all of the rouler's basic setup
functions. The device can be
used in most network
seftings without changing
any of the default values.
Some users may need fo
enter addifional information
in order o connect to the
Intemiet through an ISP
(Intemet Sexvice Provider)
or breadband (DSL, cable
modem) cari

Host Name & Domain
Name:

Enter a host and domain
name for the Router. Some
ISPs (Infemet Service
Providers) may require
these names as
identification, and these
seffings can be obtained
from your ISP. In mast
cases, leaving these fields
biank will work.

LAN Sefting:
This is the Router's LAN IP
Address and Subnet Mask.
The default value is
192.168.1.1 for IP address
and 255.255.255.0 for fhe
Subnet Mask.

Configuration utilisé via les documents et les procédures.
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Configuration du Switch Cisco :

Connexion via Putty :

On utilise le port série du Cisco en respectant le bon baud

On supprimer la configuration

Puis on attribue au switch son adresse IP (10.0.0.3):
switch#conf t

switch(config)#interface vianl

LEAN 1] H

switch(config-if)#ip address “adresse-ip” “masque’
switch(config-if)#exit “a faire deux fois”

Taper la commande suivante pour verifier la configuration
switch#show run

METTRE SON PC EN STATIQUE (ex :10.0.0.7/8)

KHALILI.M TPSN



sliali. Switch
CRSEC username: [
passworc: [

(ELTERN Engiish v |
| Login [| Secure Browsing (HTTPS)

© 2010-2014 Cisco Systems, Inc. All Rights Reserved.
Cisco, Cisco Systems, and the Cisco Systems logo are registered trademarks or trademarks of Cisco Systems, Inc. and/or its affiliates in the
United States and certain other countries.

On accede alors a l'interface WEB du switch

o II.II " « Save cisco Language: Logout About Help
cisco SF500-24 24-Port 10/100 Stackable Managed Switch —

e
= T

Administration
Port Management This page provides easy sieps to configure your device
Smartport
VLAN Management ~ Initial Setup . Quick Access
‘Spanning Tree Change System Mode and Stack Management Change Device Password
MAC Address Tables
Multicast

IP Configuration
Security

Access Control Configure Port Settings Creale |P-Based ACL

Change Management Applications and Services Upgrade Device Software

Change Device IP Address Backup Device Configuration

Create VLAN Create MAC-Based ACL

Quality of Service Configure QoS
SNMP Device Status Configure Port Mirroring

System Summary
Port Statistics
RMON Statistics

View Log

Other resources

[_] Do not show this page on startup

® 2010-2014 Cisco Systems, Inc. All Rights Reserved.
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On paramétre notre interface :

< O A Nonsécurisé | 10.0.0.3/csdadeb528/home.htm AN R s -

iy cisco  Language: Logout About Help
'cisco SF500-24 24-Port 10/100 Stackable Managed Switch -

Getting Started
» Status and Statistics
» Administration Interface Settings Table Showing 1-26 of 26 per page

Port
" Filter: Tipe equals to [ Port of Unit 172 v

Entry No. | Interface | Interface Administrative =~ Frame Ingress | Primary VLAN = Secendary VLANs
VLAN Mode PVID | Type Filtering
Trunk 1 AdmitAll Enabled
FE2 Trunk 1 Admit Al Enabled
FE4 General 40  Admit Al Enabled
FE5 General 40 Admit Al Enabled
FEG ‘General 40 Admit Al Enabled
FE7 General 31 Admit Al Enabled
FE8 ‘General 31 Admit Al Enabled
FE9 ‘General 31 AdmitAll  Enabled
General 31  Admit Al Enabled
‘General 31  Admit Al Enabled
‘General 31 Admit Al Enabled
‘General 32 Admit Al Enabled
‘General 32 AdmitAll  Enabled
General 32  Admit Al Enabled
Trunk 32 Admit Al Enabled
‘General 32 Admit Al Enabled
General 32  Admit Al Enabled
‘General 33 AdmitAll Enabled
FE20 General 33  Admit Al Enabled
‘General 33 Admit Al Enabled
FE22 ‘General 33  Admit Al Enabled
FE23 General 33 Admit Al Enabled
FE24 ‘General 33 Admit Al Enabled
GE1 Trunk 1 Admit Al Enabled
26 GE2 Trunk 1 Admit Al Enabled

Interface Settings

e} O O

Port VLAN Membership
Private VLAN Settings
GVRP Settings
» VLAN Groups
» Voice VLAN
» Access Port Multicast TV VLAS
» Customer Port Multicast TV VL
» Spanning Tree
» MAC Address Tables
» Multicast
» IP Configuration
» Security
» Access Control
» Quality of Service
» SNMP
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Gopy Setlings... | [ Edt.

® 2010-2014 Cisco Systems, Inc. All Rights Reserved.

A MNon sécurisé 10.0.0.3/csdadeb528/Vmember/bridg_vlan_interfaceSettings_e_jq.htm A
Interface: @® UnitSiot Port O LAG
Interface VLAN Mode: @ General
() Access
) Trunk

() Customer (The switch will be in Q-in-Q mode when it has one or more customer ports)
) Private VLAM - Host
() Private VLAN - Promiscuous

& i PViDT o ] (Range: 1-4094 Default 1

Frame Type: @ Admit All
) Admit Tagged Only
) Admit Untagged Only

Ingress Fittering: Enable
Primary VLAN:

Secondary VLAN - Host

Available Secondary VLANs: Selected Secondary VLANS:

Legend: | - Isolated C - Community

——— o |
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&< C A Nonsécurisé | 10.0.0.3/cs4adeb528/home htm P 7= s -

1hal cisco. Languzge: [V NSNSREW]  Logout About Help
‘eisco  SF500-24 24-Port 10/100 Stackable Managed Switch

Getting Started
» Status and Statistics
+ Administration VLAN ip Table ‘Showing 1-26 of 26 per page

Filler  VLAN ID equals to
T ANDinterface Type equals to | Port of Unit 112 v

Default VLAN Settings Interface Name  VLAN Mode =~ Membership Type = PVID
VLAN Settings FE1 Trunk
Interface Settings
hersnip FE3 General Untagged
Private VLAN Settings FE4 General Untagged
GVRP Setfings FES General
D RIS FEG General
» Voice VLAN FET General

» Access Port Multicast TV VLAR
» Customer Port Multicast TV VI General
» Spanning Tree General
» MAC Address Tables General
» Multicast General

General

Port to VLAN

Excluded
FE2 Trunk Excluded

General

General

General
Trunk
General

General
General
General
General
General
General

0 o o o o o o < < < <

General
Trunk
Trunk Excluded

rigg|a g2 2|8 & &g &g 2z 8|z 5|2 5)s

g

S R R
IR B B BB B R BB BB EEE

- FAIES

S €[S € €[] €[ €[] <[] <[ €] [€ [ <] €] €] €[ €] €

Cancel

Méme procédures pour les autres VLAN.

On effectue les tests de communication tout est ok.
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Switch D-LINK DGS 1210 :

Connexion via interface WEB

e |3 http://10.90.90.90/ ~ & || Rechercher...

| [ Login x|

Enter your password
Language [English v
| OK I | Cancel ‘

KHALILI.M

TPSN



On fait la configuration du réseau :

e )| http://10.90.90.90/hamepage.htm

[¥] pGs-1210-28P x [

D-Link

Building Networks for People

% Tools - * Wizard

* DGS-1210-28P

® Help - i Surveilance Mode

MY

Rechercher...

admin - 10.0.0.101

p Logout

(=4 System

Password

Port Settings

Port Description

DHCP Auto Configuration
| DHCP Relay

DHCP Local Relay Settings
~ DHCPvE Relay Settings
| System Log Configuration
= Time Profile

Power Saving
|EEE&02.3az EEE settings
D-Link Discover Protocol
Firmware Information
[+ VLAN

[+ |4 L2 Functions

([ L3 Functions

[l QoS

[+ Security

-l AAA

@ static ) DHCP () BOOTP
Interface Name

VLAN Name

Interface Admin State

IPv4 Address

Metmask

Galeway

DHCP Option 12 State:

DHCP Option 12 Host Name
DHCP Retry Times (0-120)

i

(255.0.0.0)

G5-1210-28P

NHEEEEE
g/ H
= =
o =
a
<

< <

IPv4 Information

[ [l ACL
[+-[i PoE

[ [ SNMP

[+ [ Monitoring

System Name
System Locafion
Legin Timeout (3-30

I

System Information

Apply
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On configure les vlan :

VID 33
VLAN Name [prive | | Back || apply |
| Port_____[Select Al 01 02 03 (o4 [o5 06 [o7 o3 Jo9 10 1 [12 13 |14 |
Uniagged Al ) L) () ) ) L) O] (o) (o) O] O] (o) (o) L)
Magged N | A | e |le 10 0 o o @ e @ 0o o o (o |0 |
NotMember | Al | (@) (@) ) O O @) @) O O O @) O O O
| Port ______|SelectAl 15 16 (17 18[9 (20 21 |2 (B3 [24 [ _[6 [7 (28 |
Untagged Al @) () @) () () @) @) () () ) @) () () @)
Magged | A | @ e o o 06 o o 06 o 0o o o o o |
NotMember | Al | (® (®) (@) (®) (®) (®) (@) (®) (®) (®) (®) (®) (®) (o)
VID 32
VLAN Name [vente | | Back || appy |
| Port | SelectAl 01 Jo2 _Jo3 _foa J05 J06 Jo7 _fo8 o9 _J10 [# |12 [13 [14 |
Untagged Al @) L) @) ) @) ) @) ) @) () @) ) ) (@)
TMagged | an | @ @ 0 0 0 0 & (06 o o (o 0o o o
NotMember [ all | (@) (@) ) @ ) @ (@) (@) (@) (@) (@) (@) (@) @
| Port | SelectAl 15 |16 17 [18 (19 20 [21 (22 |23 |4 [25 |26 _[27 [28 |
Untagged Al (@) (@) (@) (@) L) L) L) ) L) ) L) ) L) )
Tagged | an | e o o o o o o o o o o o o o
NotMember | Al | @) ) @) O (®) (@) (®) (®) (®) (e) (®) (®) (®) (®)
VID 31
VLAN Name [etude | | Back || apply |
| Port | Select Al 01 102 03 _Jo4a (05 06 07 J08 (09 10 [11 |12 13 |14 |
Untagged Al L) ) ) L) ) ) L) ) ) ) L) ) ) L)
Magged | A e o 0 0 |0 0o |e e o6 o (o o |0 o
NotMember [ all | (@) (@) CJ CJ CJ CJ (@) (e) (@) (®) (@) (@) (@) (@)

(Pot | SelectAl F5 6 [t |8 [t 0 o1 |2 |22 a4 I |2 |a |@
Untagged Al @) @] ] @) (@) (®) (@) (@) (@] (@] @) @] @] @)
ageed A e | ¢ o © © o @ |6 © ® o o |o
NotMember | all | @) ® O} () @) ] §) @) @) §) ) ® ® @)
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VID 1

VLAN Name [default | | Back || mpply |

| Port_____[SelectAl 01 02 03 [o4 [05 06 [o7 038 Jo9 (10 1 |12 (13 |14 |
Untagged Al (@) (@) L) L) L) ) ) ) L) L) L) ) ) L)
Magged | A | e e o6 o o o6 o o o o6 o (0o o o |
NotMember | Al | @) CJ (®) ® ® (@) (@) (@) (®) @ (@] (@) (@) ®

| Port_____[SelectAl 15 (16 (17 [18 19 [0 [ [22 |23 [24 25 |26 (27 28 |
Untagged Al ) () L) L) ) ) ) ) L) () () ) ) )
Magged | A e e o o o o6 o o o o6 o (o6 o o |
NotMember | Al | ® ® (®) ® ® (@) (@) (@) (@) ® (@] (@) (@) ®

VID 4
VLAN MName |partage | | Back | | Apply
[ Pot  |SelectAl 01 Jo2 o3 o4 o5 06 07 (08 09 10 |11

Untagged Al O O ® (@) (@) (@) () O O () ()
Tagged ([ an | e @ |#¢ |#¢ ¢ ¢ (O |O |Oo (o (O
NotMember | Al | (@) (@) () () () () () () () () ()

| Pot  [SelectAll 15 (16 (17 (18 [19 [20 (21 (2 (23 (24 [25
Untagged Al () () @ 9 () () 9 () () () L)
Tagged | Al o o Jlo |o |Jo o o o o o |le
NotMember [ all | () () () () () () () () () () (o)

VLAM asymétrique [ Exemple ] (O Active @ Désactive

Nombre total d'entrées statiques sur le VLAN: 5

& 256 enirées maximum.

Supprimer

1 default 01-28

a e ws

2 vente 03.06

@ e ws

34 partage 07-28 Supprimer

TEST DE COMMUNICATION OK
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Capture de Trame

B.1¢

temp
temp
temp

Pin,
en = 3

mative s bo en millis
ems, Maximum

£ Capture en cours de Connexion au réseau local 2 — b4
Fichier Editer Vue Aller Capture Analyser Statistiques Telephonie Wireless Outils  Aide
L B Te= Qa8
c )+
Source Destination Protocol  Length Info ~
.832479 172.16.0.104 172.16.0.103 IcHP 74 Echo (ping) request id=ex8@@1, seq=25/6488, ttl=128 (reply in 143)
.B32821 172.16.0.103 172.16.0.104 IcHP 74 Echo (ping) reply  id=8x0001, seq=25/6400, ttl-128 (request in 142)
145 39.848067 172.16.0.104 172.16.6.103 ICHP 74 Echo (ping) request id-8x8@81, seq-26/6656, tt1-128 (reply in 145)
146 39.848389 172.16.6.103 172.16.6.104 ICHP 74 Echo (ping) reply  id-8x8@81, seq=26/6656, ttl-128 (request in 145)
147 40.863684 172.16.0.104 172.16.6.103 ICHP 74 Echo (ping) request id-8x8@81, seq-27/6912, tt1-128 (reply in 148)
148 48.864030 172.16.9.103 172.16.9.104 ICHP 74 Echo (ping) reply  id=ex@@pl, seq=27/6912, tt1=128 (request in 147)
149 41.624998 (iS(D-Li_ib:Ef:?E D211_51‘54‘fd ARP 6@ Who has 172.16.8.108?7 Tell 172.16.€.1
158 41.526228 DE11_51‘54‘fd Cisco-Li_3b:6f:7a ARP 6@ 172.16.8.108 is at ad:1f:72:51:54:fd
151 41.627856 Dell_51:54:fd Cisco-Li_3b:6f:7a  ARP 68 172.16.0.108 is at a4:1f:72:51:54:Fd
153 41.879428 172.16.0.104 172.16.0.103 ICHP 74 Echo (ping) request ttl=128 (reply in 154)
154 41.879750 172.16.0.103 172.16.0.104 ICHP 74 Echo (ping) reply seq=28/7168, ttl=128 (request in 153)
155 42.892022 172.16.0.104 172.16.0.103 IcHP 74 Echo (ping) request seq=29/7424, ttl=128 (reply in 156)
156 42 R92449 172 16.6.163 172 .16.6.1684 TCMP 74 Frho fnins) renlw £en=20/7424, ++1=128 (reausst in 1553 R4
v Frame 150: 60 bytes on wire (488 bits), 60 bytes captured (480 bits) on interface \Device\NPF_{FEF36BD9-D39A-484A-AB43-BB465437DBSF}, id @ 88 22 6b 3b 67 7a a4 1f
Section number: 1 08 @0 06 04 00 02 a4 1T
Interface id: @ (\Device\NPF_{FEF36BD9-D39A-484A-AB43-8B465437DBEF}) 00 22 6b 3b 6f 7a ac 1@

Encapsulation type: Ethernet (1) 00 00 00 00 00 00 00 6O

Arrival Time: Jan 16, 2823 16:81:89.663297008 Paris, Madrid
[Time shift for this packet: ©.088088080 seconds]
EpD(H Time: 1673881269.663297888 seconds
[Time delta from previous captured frame: @.801230800 seconds]
[Time delta from previous displayed frame: .001238088 seconds]
[Time since reference or first frame: 41.6262280800 seconds]
Frame Humber: 15
Frame Length: 68 bytes (480 bits)
Capture Length: 68 bytes (480 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:arp]
[Coloring Rule Name: ARP]
[Coloring Rule String: arp]
~ Ethernet II, Src: Dell 51:54:fd (a4:1f:72:51:54:fd), Dst: Cisco-Li_3b:6f:7a (@8:
Destination: Cisco-li_3b:6f:7a (88:22:6b:3b:6f:7a)
Source: Dell 51:54:fd (a4:1f:72:51:54:Fd)
Type: ARP (Bx8386)
Padding:
v Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IPv4 (Ex280@)
Hardware size: 6

Protocol size: 4

Opcode: reply (2)

Sender MAC address: Dell 51:54:fd (ad:1f:72:51:54:fd)
sender IP address: 172.16.8.188

Target MAC address: Cisco-Li_3b:6f:7a (88:22:6b:3b:6f:7a)
Target IP address: 172.16.8.1

< >
@ 7 Connexion auréseau local 2: <live capture in progress:> Paquets : 1793 - Affichés : 1793 (100.0%) Profil : Default
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£ Capture en cours de Connexion au réseau local 2 - X
Fichier Editer Wue Aller Capture Analyser Statistiques Telephonie Wireless Outils  Aide
HJ® RE ] &= = Qe qH
LIE Crri/> 2 -+
Mo, Time Source Destination Protocel  Length Info [l
142 38.832479 172.16.8.104 172.16.9.163 TP 74 Echo (ping) request id=8x@0@1, seq=25/6460, ttl=128 (reply in 143)
143 38.832821 172.16.6.103 172.16.9.184 cHP 74 Echo (ping) reply  id=8x@@8l, seq=25/648@, ttl=128 (request in 142)
145 39.848867 172.16.0.184 172.16.9.183 hall 74 Echo (ping) request id=8x@@01, seq=26/6656, ttl=128 (reply in 146)
146 39.843339 172.16.6.103 172.16.9.184 cHP 74 Echo (ping) reply  id=8x@@8l, seq=26/6656, ttl=128 (request in 145)
147 40.863684 172.16.8.104 172.16.9.163 IcHp 74 Echo (ping) request id=8x@0@1, seq=27/6912, ttl=128 (reply in 148)
148 48.864838 172.16.6.103 172.16.9.184 cHP 74 Echo (ping) reply  id=ex@@el, seq=27/6912, ttl=128 (request in 147)
149 41.624998 Cisco-Li_3b:6f:7a Dell_51:54:fd ARP 6@ Who has 172.16.6.168? Tell 172.16.0.1
158 41.626228 Dell_51:54:fd Cisco-Li_3b:6f:7a ARP 6@ 172.16.8.180 is at a4:1f:72:51:54:Fd
151 41.627856 Dell 51:54:fd Cisco-Li_3b:6f:7a ARP 6@ 172.16.8.180 is at a4:1f:72:51:54:Fd
1+ 153 41.879428 172.16.8.184 172.16.9.183 P 74 Echo (ping) request id=8x8@01, seq=28/7168, ttl=128 (reply in 154)
< 154 41.87975@ 172.16.0.103 172.16.0.184 oM 74 Echo (ping) reply  id=8x@0@1, seq=28/7168, ttl=128 (request in 153)
155 42.892022 172.16.9.1684 172.16.0.183 e 74 Echo (ping) request id=8x@@el, seq=29/7424, ttl=128 (reply in 156)
156 4. 924R9 1 16.08.14° 1 16.4.184 TCMP 4 Echa fnine} renl id=AxAnAaA1 en=29/7424. +11=1 (reauest in 155% hd
Frame 154: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF_{FEF36BD9-D39A-4844-AB43-8B465437DB8F}, id @ a4 1f 72 58 e3 @c a4 1f
v Ethernet II, Src: Dell 5@:e3:20 (a4:1f:72:5@:e3:28), Dst: Dell 5@:e3:@8c (a4:1f:72:58:e3:8¢) a8 3c 1d a7 @@ 6@ 38 61
Destination: Dell 5@:e3:8c (a4:1f:72:58:e3:8¢) 2? :: gg g: :: zi 2;’ gi
Source: Dell 5@:e3:2@8 (ad:1f:72:58:23:28) 77 61 62 63 64 65 66 67
Type: IPv4 (@xB8388)
v Internet Protocol Version 4, Src: 172.16.8.183, Dst: 172.16.8.184
@1e@ .... = Version: 4
@181 = Header Length: 20 bytes (5)
Differentiated Services Field: 8x@8 (DSCP: CS@, ECN: Not-ECT)
Total Length: 6@
Identification: @xlda7 (7591)
@@, .... = Flags: @x@
...B 0000 @OO@ @@B@ = Fragment Offset: @
Time to Live: 128
Protocol: ICMP (1)
Header Checksum: @xc42a [validation disabled]
[Header checksum status: Unverified]
Source Address: 172.16.8.183
Destination Address: 172.16.8.184
v Internet Control Message Protocol
Type: @ (Echo (ping) reply)
Code: @
Checksum: @x553f [correct]
[Checksum Status: Good]
Identifier (BE): 1 (@x@881)
Identifier (LE): 256 (@x@1@8)
Sequence Number (BE): 28 (@x@alc)
Sequence Number (LE): 7168 (8x1c@@)
Request frame: 153
[Response time: @,322 ms)
v Data (32 bytes)
Data: 6162636465666768696a6b6c6d6esT7RT71727374757677616263646566676869
[Length: 32]
>
O ¥ Connexion au réseau local 2: <live capture in progress > Paguets : 2188 - Affichés : 2188 (100.0%) Profil : Default
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RANGEMENT

o Effectuer le retour aux parametres d'usine des switches et du
routeur.
e Décabler la maquette

FIN DU TP
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